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Incident Response Policy
1. Overview
This policy governs the actions required for reporting and responding to security incidents involving AGIX information and/or information technology resources to ensure effective and consistent reporting and handling of such events.
2. Scope
This policy applies to all members of the AGIX team, including staff and contractors. This policy determines the response to be taken by AGIX team members but not the specific actions to be taken to rectify the matter. This scope limitation is intentional and puts the final responsibility on the Information Technology manager, CIO and/or CEO to give direction on the rectifying action and this could be influenced by other unpredictable or unforeseen factors. 
3. Policy
All members of the AGIX Team are responsible for reporting known or suspected information technology security incidents. All security incidents must be immediately reported to the team member’s manager, the CIO or the CEO depending on the severity of the issue and availability of responsible people. 
All individuals involved in investigating a security incident should maintain confidentiality, unless the CIO or CEO authorizes information disclosure in advance. This includes disclosing information both internally (to those that are not already aware of the issue) and externally. 
4. Categories and severity of Incidents
The severity of the issue determines the actions to be taken. The severity is determined by the following:
* The priority is in context of the situation and while all incidents are of significant importance to the business, they must be prioritised as in the order that follows:
1. The incident has, will or could result in personal injury. 
2. The incident has, will or could result in information leakage/exposure including confidential information or personally identifiable information (PII). 
3. The incident has, will or could result in damage to the business’s brand, image or public standing. 
4. The incident has, will or could result in business functionality degradation. 
5. Any other issue where an unprivileged person or system has, will or could gain access to information not intended for disclosure. This includes both internal exposure and external exposure. 
5. Responding to incidents
The actions to be taken are not specifically detailed here as per the scope of this policy. However, guidance is given and must be adhered to by all AGIX team members including staff and contractors. The following process must be followed (in order from top to bottom) when responding to incidents:
* Note that the responsible manager or executive may override this process as they see fit. 
1. The incident must be made known to the responsible manager or executive even if only as a suspected incident or a known incident. 
2. The incident should be understood before any corrective actions are taken. If the incident is not understood, the identifying team member should seek clarification with appropriate urgency. The level of urgency is determined by the type of incident as detailed earlier in this policy. 
3. Corrective actions and consequences should be considered. The effect of the corrective actions must be taken into account prior to the action being taken. This may require intervention from other departments with the business. 
4. Stakeholders should be consulted prior to corrective actions being taken. However, including other parties into the incident response may be the responsibility of the responsible manager or executive. 
5. In the event of a failed attempt to correct the situation, a back-out plan must exist to prevent further unrecoverable damage. 
6. Corrective actions must be taken only when the above factors have been taking into account and acted upon and:
a. the corrective actions don’t further negatively impact the business,
b. the corrective actions don’t incur unexpected liability to the business, and
c. the corrective actions don’t incur unexpected costs to the business. 
7. Exceptions
Any exception to the policy must be approved by the IT team in advance. 
7. Non-Compliance
An employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 
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